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Abstract— In our day to day life, the number of mobile users are 

increasing. The users wants to use the resources on the go and with 

the help of their mobile devices. The use of the mobile devices and 

the cloud computing is vulnerable to several attacks and hence, in 

this paper the secure authentication mechanism using the Smart 

Card Generator (SCG) services are proposed. The proposed scheme 

provides the security to the mobile cloud computing environment. 

The users accesses the cloud computing environment with the mobile 

devices and hence, they get permissions from the cloud service 

providers by getting the private keys from the service providers. The 

security is provided by the multiple service providers to accesses the 

multiple cloud servers. The security of the proposed authentication 

scheme is based on the bilinear pairing cryptosystem and the 

dynamic nonce generation. It has several advantages such as: (1) 

mutual authentication, (2) user anonymity, (3) user traceability. The 

Smart Card Generator (SCG) service is the trusted service provided 

by the cloud computing environment. The verification tables are not 

essential, when using the SCG. The SCG is responsible for 

distributing the private key between the cloud servers and the mobile 

users. The SCG is not responsible for the single user authentication 

process, the time and the memory space is reduced by the proposed 

scheme. The performance of the proposed scheme is analyzed by 

giving the formal security proof and showed that the proposed 

authentication scheme for the distributed mobile cloud computing 

environment is secure and efficient.  

 
Index Terms— Smart Card Generator (SCG), Authentication, 

Confidentiality, Mobile Computing, Mobile Cloud Computing, 

Cloud Computing, SaaS, PaaS, IaaS.  

1. INTRODUCTION 

Mobile cloud computing (MCC) is the combined 

approach of cloud computing, mobile computing, and wireless 

networks. The MCC is used to bring rich computational 

resources to mobile networks and differentiates from the mobile 

computing, which runs the cloud based web apps rather than the 

native apps.  

The users subscribes to the cloud services and accesses 

to the remotely stored applications. The applications are built, 

powered, and hosted using the cloud computing technology in 

the MCC environment. The cloud computing is the promise of 

providing the resources in a shared manner, which dramatically 

simplifies the infrastructure. The cloud computing is the 

paradigm, where the large pool of systems are connected in a  

private and public manner. In cloud computing there are three 

models present such as: 

 Software as a service (SaaS) 

 Platform as a service (PaaS) 

 Infrastructure as a service (IaaS) 

There are three types of clouds namely, (1) Private Clouds, (2) 

Public Clouds and (3) Hybrid clouds. There are three major 

advantages of cloud computing such as: 

 Ease-of-use 

 Cost effectiveness 

 Resource sharing 

The Mobile computing is the advanced technology, 

which allows the transmission of data, voice and video through 

the computer or any other forms of wireless devices. The major 

concept of the mobile computing is listed below: 

 Mobile communication 

 Mobile hardware 

 Mobile software 

The mobile communication is responsible for 

providing the reliable communication. The communication 

takes place through the protocols, services, bandwidth etc. The 

mobile hardware has the mobile devices or the components, 

which receives or accesses the mobile services. The mobile 

software is the type of software, which is used to install the 

applications on the mobile devices. The mobile software is the 

actual program, which runs on the mobile hardware. The 

common examples of the mobile software’s are windows OS, 

Symbian OS, android, etc.  

The MCC has several security issues such as: 

 Limited Resources 

 Network related issues 

 Security 

 Low Bandwidth 

 Availability 

 

Limited Resources: The mobile devices, which makes use of 

the cloud computing environment has limited resources. The 

limited resources includes the limited cloud computing power, 

low quality display and the limited battery power.  

 

Network related issues: The MCC processing is performed on 

the network so, there is more issues related to the network like 

the bandwidth, latency, availability and the heterogeneity.  
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Security: The mobile devices has the same functionalities of the 

desktop computers and have to face a number of problems 

related to the security and the privacy. The threat detection 

services are performed on the cloud and faces a lot of 

challenges. The security issues are like the device security, 

privacy of mobile user and the securing the data on the cloud. 

There are several threats like the viruses, hacking and the 

Trojan horses.  

 

Low Bandwidth:  The bandwidth of the network is one of the 

big issues in MCC since, the radio resource for the wireless 

networks is much scares, when compared to the traditional 

wired network. The solution was to share the bandwidth among 

multiple mobile users involved in the same area, work station 

and the workplace.  

 

Availability: The services should be available all the time and 

it becomes an important issue in MCC, when compared to the 

cloud computing environment. The mobile users is not able to 

connect to the cloud to obtain the service due to the traffic 

congestion, network failures, and the out-of-signal.  

 

The wireless network is considered to be any computer 

network, which uses the wireless connections over the network 

nodes. The wireless communication takes place using the radio 

communications. The remainder of the paper is organized as 

follows, Section II describes the literature review related to the 

authentication scheme in mobile cloud computing environment. 

Section III illustrates the proposed architecture, and Section IV 

describes the performance analysis of the proposed method. 

Section V concludes the paper and suggests the future work of 

the proposed work.  

2. RELATED WORK 

This section illustrates the literature review related to 

the authentication scheme provided by the distributed mobile 

computing services. J.-L. Tsai and N.-W. Lo [1] proposed an 

efficient authentication scheme for the distributed mobile cloud 

computing services. The security of the authentication scheme 

was based on the bilinear pairing cryptosystem and the dynamic 

nonce generation. It does not required the verification table for 

the smart card generator (SCG) service. The trusted SCG serves 

as the key distributor. This scheme reduced the processing time 

between the cloud service providers. N. Fernando, et al [2] 

surveyed the mobile computing issues and presented the 

taxonomy based on these issues. The critical challenges, which 

were not yet achieved was also surveyed. Various issues such 

as operational, end-user, service level, privacy and security, 

context awareness, data management were studied in the mobile 

cloud computing environment.  

B. Wang [3] presented the authentication scheme using 

the smart card and declared that the proposed scheme resisted 

several attack such as: smart card loss attacks, man-in-the 

middle attack, offline password guessing attacks, which was the 

dangerous scheme. X. Yang, et, al [4] proposed a new hand off 

authentication scheme for heterogeneous mobile cloud 

networks. It provided the user anonymity and the untraceability 

in the mobile cloud network. The proposed scheme achieved 

better universality, robust security and efficiency. Various 

wireless technologies was generated and deployed on the 

account of mass requirements. H. T. Dinh, et, al [5] surveyed 

the mobile cloud computing to help the readers regarding the 

definition, architecture and applications in the mobile cloud 

computing.  

J. Sen [6] studied the cloud computing security issues 

and the privacy issues. There were three challenges provided by 

the cloud computing environment such as: (1) a regulatory, (2) 

Security, and (3) privacy issues. The solution were also 

provided to overcome the challenges of the cloud computing 

environment.  

Z. A. Kissel and J. Wang [7] provided the group level 

hierarchical access control in a multi-user searchable 

encryption scheme. This scheme was achieved using the global 

index, which was stored on the cloud and the efficient key-

regression techniques on the client side. Y. Tang, et, al [8] 

proposed a Phrase Search with Symmetric encryption (PSSE), 

which met the functionality of searching a phrase in the 

encrypted documents securely and efficiently and moderates 

the communication cost between the server and the client. It 

achieved non-adaptability security than many schemes. J. 

Wang, et al [9] proposed a verifiable fuzzy keyword search 

scheme based on the symbol-tree. It not only supports the fuzzy 

keyword search but also enjoyed the verifiability of the search 

outcomes. Q. Chai and G. Gong [10] proposed a Verifiable 

Symmetric Searchable Encryption (VSSE) to offer the 

verifiable searchability to data privacy. The data were stored in 

the cloud servers, which increases the availability of the data by 

reducing the users burden. But it brings new concerns such as 

data privacy in the cloud computing environment.  

A. Armando, et al [11] proposed a single sign-on 

protocols for the authentication flaw in browser. Its impact and 

the remediations were also discussed. The existing protocols 

such as the SSO protocols namely, the SAML SSO and the 

Open ID suffered from authentication flaw. J.-L. Tsai, et, al 

[12] studied and proposed a novel ECC based authentication 

protocol for portable communication systems. It resisted the 

DOS attacks and required the less computation cost and also 

provided the user linkability. The proposed method was used 

by the portable devices in wireless communication capability in 

securing the sensitive information. Z. Xiao and Y. Xiao [13] 

identified five security and privacy attributes such as 

confidentiality, availability, integrity, privacy, accountability 

and presented the relationships among them, the threat model, 

attackers, defense strategies. Studied various issues in the cloud 

based on the attribute driven methodology.  
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H. Sun, et, al [14] proposed identity based (ID) user 

authentication and key agreement schemes for the mobile 

client-server environment. The proposed system were subject 

to several drawbacks such as the scheme was suffered from 

design weakness. The server knows all the users private keys. 

The proposed scheme was more suitable for the mobile client-

server environment. A. A. Yassin [15] proposed a new setting, 

where users do not register their passwords to the service 

providers. The passwords were supplied with necessary 

information from the data owner to the service providers. The 

proposed method was more suitable for the cloud environment 

and withstands different known attacks.  

3. PROPOSED METHOD 

This section illustrates the proposed Smart Card 

Generator scheme for providing the secure authentication of the 

users. The overall flow of the proposed scheme is depicted in 

Fig. 1. The proposed authentication scheme consists of the 

following four phases: 

 Registration phase 

 Authentication Phase 

 SCG phase 

 Service Providing Phase 

 

 
Fig. 1. Overall Flow of the proposed authentication scheme 

 

The proposed method has the following components: 

 Cloud Service Provider 

 User 

 Smart card generator 

 Private Key Generator 

 Mobile Service Provider 

 

3.1. Registration Phase 

 The registration phase is responsible for the 

registration of the user in the cloud and the flow of the method 

is depicted in Fig. 2. Any new user entering the cloud should be 

registered. The user, who wants the mutual authentication, key 

exchange, user anonymity, and the untraceability needs to 

register with the cloud service providers. The users gives their 

log in information such as their name, id, age, gender, email id, 

date, time and requests the cloud service providers with these 

informations. The id is sent to the smart card generator and the 

user again gives the id and name to get the id of the user. The 

key for the corresponding user is generated and allotted to the 

user. The key, which is allotted to the user is sent to the sevice 

provider for verification. The service provider gives its id, 

name, station name to verify the user. The details of the user is 

given and the private key of the user is requested from the SCG. 

After receiving the private key of the user, the user is registered 

successfully to the service provider.  

 

 
Fig. 2. Flow of the Registration phase 

 

3.2. Authentication Phase 

 The authentication phase is the second phase of the 

proposed scheme and is shown in Fig. 3. The user id, name, 

private key is entered by the user for the purpose of 

authentication. The user enters the details and sends the service 

request to the service provider. If the user given information and 

the information in the service provider are same then the user is 

authenticated. In the authentication phase, if the user wants to 

log in with the service provider, then the user types the 

password. The password of the user is generated using the SCG 

and the key generator. The SCG is responsible for the 

authentication purpose and verifies the password. The SCG 

authenticates the user and provides the access to the service 

providers.  

 

 
Fig. 3. Flow of the authentication phase 

 

3.3. SCG phase 

 If the user wants to log in with the service provider, 

the user first types his/her password and the SCG is responsible 

for generating and the distributing the private keys securely to 

the user. If the service provider or the user joins the system, the 

SCG does not update the master key or the public key. When 

the user obtains the private key of the user, the user is 

considered to be the legal entity or the authenticated user for 

communicating with the service provider and from then the user 

does not need the help of SCG as shown in Fig. 4.  
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SCG phase

Service provider Using private keys
Distributing the private 

keys

 
Fig. 4. Flow of the SCG phase 

 

3.4. Service Providing Phase 

 The service is provided by the service provider and the 

details of the service provider is entered such as the id, name of 

the service provider, station details are also given. There are two 

services offered by the service provider such as: 

 File Security 

 File Access 

For getting the file security services, the user gives the 

user id and the private key of the user. The file is encrypted for 

providing the security to the user. The file security is based on 

the following parameters such as current directory, file name, 

key length, File Size. The details about the files is got such as 

the current directory, file name, length of the key, etc. The file 

is encrypted using the users private key and the encrypted data 

is sent to the client. The file is decrypted at the client side by 

providing the private key of the user. The location of the file is 

chosen and the private key is given for decrypting the file. For 

accessing the file, the details of the service provider is given. 

The user ID and the private key is given for accessing the 

services for provided by the service provided. To access a file, 

the file is selected, and the operation such as modify, creating 

and the saving is done in the file. To modify a file, the file is 

chosen, which needs the modification. The editor is chosen for 

editing the contents of the file. The contents to be modified in 

the document is added. The document, which is modified can 

be viewed. The new file can be created using the same user ID 

and private key. The contents are typed in the space provided 

and the file name in which the document is saved is typed. The 

file created by the user id is saved with the private key. At last 

the efficiency of the proposed scheme is analyzed and it is 

found that the time consumed by the user and the service 

provider registration phase is less. In the service providing 

phase, the user logs in with the password and uses the private 

key for accessing the multiple service providers. The private 

key is generated by the SCG and is used for the user anonymity, 

mutual authentication, and key exchange. Each and every 

service provider offers multiple services to the user as shown in 

Fig. 5.  

 

 
Fig. 5. Flow of the Service providing phase. 

 

4. PERFORMANCE ANALYSIS 

The performance of the proposed secure 

authentication scheme is compared with the existing privacy 

aware authentication scheme for the distributed mobile cloud 

computing services with the following parameters such as: 

 Time Consumption of the authentication 

scheme 

 Energy consumption 

 Level of Security 

4.1. Time Consumption of the authentication scheme 

The time is the major factor for the authentication of 

the system. The system is designed in such a way that the time 

needed for the authentication process is less. The Time 

consumption is the parameter used by the proposed 

authentication scheme to analyze our proposed authentication 

scheme with the existing system. The time consumption is 

expressed in milliseconds and is shown in Fig. 6. 

 

 
Fig. 6. Time consumption vs. Authentication Scheme 

 

In Fig. 6, the y axis of the graph shows the 

consumption of the time and the x axis shows the time 

consumed for the registration and the authentication phase both 

by the user and the cloud service provider. The proposed 

authentication scheme consumes less amount of time, when 

compared to the existing privacy-based authentication scheme. 

The registration phase consumes equal amount of time for the 

user and the service cloud provider. In the authentication phase, 
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the time consumed by the user is less, when compared to the 

service provider. Hence, the authentication scheme for the user 

is mainly used than the service provider authentication scheme. 

3.1.1. Energy Consumption  

 Energy efficiency is the fundamental consideration for 

any mobile devices. Cloud computing saves the energy of the 

mobile client energy. The amount of energy stored in the battery 

is limited. The efficiency of the energy is also affected by the 

traffic in the system. Energy consumption is the consumption 

of energy or power.  

  

 
Fig. 7. Energy Consumption of the Proposed System 

 

The proposed authentication scheme for distributed 

mobile computing consumed less energy than the existing 

methods. Fig. 7 shows the comparison graph of the existing 

methods and the proposed methods. From the graph, it is clear 

that the proposed method consumed very less amount of 

energy. In Fig. 7, the x axis shows the percentage level and the 

y axis shows the energy consumed by the existing and the 

proposed system. 

4.2. Levels of security 

 The security in mobile cloud computing is an 

important issue and is divided into three different layers. The 

security is the protection of the data or the information from any 

unauthorized users or hackers. The three different layers in 

considering the security of mobile cloud computing are: 

 Backbone Layer 

 Infrastructure Layer 

 Application and Platform Layer 

The backbone layer has the security surveillance on 

the cloud physical systems. The backbone layer is responsible 

for the monitoring the servers and the machines in the cloud 

environment. The Infrastructure layer is responsible for 

monitoring the virtual machines in the cloud environment. 

Various activities such as the storage verification, key 

management, authentication and the authorization of the data 

are described in the infrastructure layer. The application layer 

performs the following activities such as the user management, 

key management, authentication, authorization, encryption and 

the decryption of the data.  

5. CONCLUSION 

This paper proposed a new authentication scheme for 

the distributed mobile cloud computing services. This scheme 

was secure and efficient using the smart card generator to 

generate the private keys. The mobile users were allowed to 

access multiple mobile service providers. The proposed scheme 

supports the mutual authentication, key exchange and the user 

anonymity. The proposed scheme withstands all the security 

threats and meets the general requirements. The strength of the 

security is based on the bilinear pairings and the nonce 

generation. The proposed authentication scheme does not need 

the verification table for implementing the service providers. 

The SCG scheme is used to reduce the authentication 

processing time, which is required for the communication and 

the computation between the cloud service providers and the 

trusted third party service. The trusted SCG scheme is not 

involved in the authentication of the individual user 

authentication. With the design of the authentication scheme, it 

reduces the processing time required by the communication and 

the computation of the cloud service providers. Hence, the 

proposed scheme is secure under several possible threats.   
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